Tape Indexin g

* Networker’s way of identifyin g
each tape’s location in the
jukebox

 Reads each tape’s label and
matches it to the jukebox slot

e Can be time consumin ¢ (2-3
minutes per tape)

* Must be performed after tapes are
added, removed, or chan ged
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Tape Indexin g
After Initial Inventory

» Cleaning Tape

» GSFCDAAC.001
» GSFCDAAC.002

» GSFCDAAC.006

> GSFCDAAC.010
» GSFCDAAC.352

2 GSFCDAAC.003

> EROSDAAC.001
> EROSDAAC.523

> empty

> empty
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Tape Indexin g
Tapes Chan ged But Not Re-Inventoried

Tape Cartridge

Cleaning Tape

SLOT 1 = CLEANING TAPE < > GSECDAAC.00L
SLOT 2 = GSFCDAAC.001
SLOT 3 = GSFCDAAC.002 > GSFCDAAC.002
SLOT 4 = GSFCDAAC.006 GSFCDAAC.006
SLOT 5 = GSFCDAAC.010

GSFCDAAC.010
EROSDAAC.777

SLOT 6 = GSFCDAAC.35
SLOT 7 = GSFCDAAC.003

SLOT 8 = EROSDAAC.001 > GSFCDAAC.003
SLOT 9 = EROSDAAC.523

EROSDAAC.001

EROSDAAC.523

GSFCDAAC.999

EROSDAAC .888
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Jukebox Mountin ¢
Window

Server: gOmss07.gsich.ecs.nasagow
Device: /dew'rmtOmbn

Volume:

Slot  Yolume Poaol % Used

.
: 3 Defaul t ]
Defaul t full
] ; Full
Tl
£ 1]
+ull
Full
full
ful
full
Default S
Default ]
Defaul t £ 1]

f

=

k
L

T1 7T T T 1T T 11 T T T
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Jukebox Inventory
Window

File Clients Server Media 3Save Set Customize Options

Server: MNet\Worker 4.2.5 Turbo/g0

Up since:
Backups:
Recovers: 5 1B tot

Devices:
Jdey /rmt/Ombn £33 dlt GSFO47 (R} reading, done (fulll
1 i ]

Sessions:

2 2
gimss07.gsfchecs.nasagoy

Device: /devwirmt/Ombn
First Slot:

Messages:

Last Slot:

_Pending:
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Tape Indexin g
After Re-Inventory

» Cleaning Tape

» GSFCDAAC.001
» GSFCDAAC.002

» GSFCDAAC.006

» GSFCDAAC.010

> EROSDAAC.777
> GSFCDAAC.003

> EROSDAAC.001
>» EROSDAAC.523

1> GSFCDAAC.999

~ Iy
EROSDAAC .888
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Jukebox Mountin g Window
after clickin g MOUNT button

File Clients

Recovers:
Devices:

Server Media 3Save Set Customize Options

Turbe/g0

s
Sdew rmt/Omb
A

Pending:

N9

Server: gOmss07.gsfch.ecs.nasagoy
Device: {dew/rmt/Ombn

Yolume:

Slot % Used
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Backup Levels Overview

More incre mental More cumulative
Level 1
P Level 2
Level 3
oY o
D_ —
2 S . 3 Level 4
o Sl et o
3 0>J 3 Level 5
= 31 <« [ =
z E T Level 6
()
|
Level 7
Level 8
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Networker Administrator’'s Window

File Clients Server Media 3Save Set Customize Options

Backups
Recovers:

Devices:
dlt GSFO47 (R} reading, done (fulll
e a1t CSEOD Epa 3t 60 KB/s. | R
dlt i 2 ;
dlt

_Pending:
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File

Schedules:
3 s of Month

Current hanth et kionth

Movember 1998 December 1998
Tu W Th Tu W Th F 5

o (o [107 11|
194
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Networker Backup Scheduler
Overrides Menus

) ‘Schedules
File

Schedules:
Full %

Mame;

Period:
Current konth [ext kdonth

December 1998
F 3 S M Tu W Th F 5
7hi 1/

i [136i [140i 8i

| Overrides - g 15 18li 19/
2217 [23fi [2a0i | At e ON 2301 2afi |251i |26l

29/f |30fi ncr 7+ 17if |28fi [291i |30fi |31fi

7 o+

g+
a
5*
6"
7*
g
g

L= T =~ B R = L~ R - = T

skip”

S
s

remaove
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Networker Backup Window

. File Tree Wiew

Selection:

Change Mark

feh.ecs.nasa.goy

i

Options

Client: gOmssD7.gsfchecsnasagoy

u | =R
u | B2 RS

B ocal
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Networker Recover Window
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Networker Recover Window
with Files Selected
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||h— Treg  View | Change UWark  Oplioesy

B T

Today '

Movember 1998
Sun Mon Tue Wed Thu Fri Sat
1 |

Cancel I Help
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Networker Conflict Resolution
Window

Conflict Resolution

Do you want to be prompted when conflict occurs? & Yes 7 No
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2¢00-705-dD-5¢9

79

Level O (full sys tem back up)

9 101S9y WaISAS [N
10J palinbay sade |

June 14

June 15

June 16 /




Networker Administrator
Main Screen

File Clients Server Media 3Save Set Customize Options

Backups
Recovers:

Devices:
dlt GSFO47 (R} reading, done (fulll
e a1t CSEOD Epa 3t 60 KB/s. | R
dlt i 2 ;
dlt

_Pending:
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Networker Save Set Screen

File Clients Server Media 3Save Set Customize Options

Backups
Recovers:

Devices:
dlt GSFO47 (R} reading, done (fulll
e a1t CSEOD Epa 3t 60 KB/s. | R
dlt i 2 ;
dlt

_Pending:
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Networker Save Set Screen - cont’d

a Sr‘/'ndexac stch, ecs. nasa. gov

il

Instances
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Instances

Recowver | 68
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1:34 full

Paths to recover;

idatal fnsr/index

ddatal /nse//index/g0acadl . gsfch, ecs nasa, gov

I Start [:ancel I Help
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Networker Lab

setenv DISPLAY (IP address)
setenv ECS HOME /usr/ecs

nwadmin, nwbackup, nwrecover
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Tivoli Mana gement Enterprise
Desktop for Administrators

_|THE Desktop for Adwinistrator dkalley |.|U

Desktop  Edit  View Create Help
N -- i
=2 F

Administrators Motices dkelley

Eventierver Adriin ES5M

|

I ":H -

I e
GSFC slimer-reqion | Schedu ler

Find Next | Find A1 |}

=

—Operat ion Status:

|

T] VO’I Making Client/Server Work T' Vor

Making Clizrt/Ser Making Cli=nt f2ar 71
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File Edit Select Sort Help |

Host Mame Imedusa-hitc-com

Evenlts
# Time Stamp Category Type SubTyvpe Priority
ra 032696 12:14: 32 Performance Poll 1 Medium Low
B 032696 12:14: 32 PerfTormance Foll 1 Medium Low
a 032696 12:14: 32 Performance Foll 1 Medium Low
10 03265796 12:14: 32 Performance FPoll 1 Medium Low
11 0326796 . Performance 1 L
12 0326596 12:14: 32 Perftormance Foll 1 Medium Low
13 0372696 12:14: 32 Performance Poll 1 Medium Low
14 0326596 12:14: 32 Pertormance Poll 1 Medium Low
15 03/726/96 12:14: 33 Pertormance Poll 1 Medium Low
16 032696 12:14:33 Perftormance Foll 1 Medium Low
17 032696 12:14: 33 Perftormance Application Specific 1 High
18 03F/26/96 12:14: 33 Perftormance Application Specific ) Medium Low
19 032696 12:14:33 Security Access Violation 2 High
20 032696 12:14: 33 Topology Installed 2 High
21 032696 12:14: 33 Topology Installed 3 Medium Low
22 0352696 12:14: 33 Security Access Violation <3 Medium
23 03/5726/96 12:14: 33 Topology Installed 2 Medium
24 0326596 12:14: 33 Topology Installed o] Medium Low
25 032696 12:14: 33 Security Access Violation ) Medium Low
26 0326596 12:14: 33 Security Access Violation =] Meddi um
27 032696 12:14: 33 Perftormance Application Specific 1 High
Z8B 0372696 12:14: 33 Perftormance Application Specific o Low !
29 ORI 265968 1214323 Performance Aannlication Snecific 1 Hiah

= =

Find| |

|30 Events

Selection

Start_Time

03265796 12:14: 32

Stop_Tine:

0326796 12:14:33

F11 OIS 26096 12:14: 32 Ferftormance Foll 1 Medium Low DESKT
oK Custom Custom
Select Sort
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New User Approval

If the form is
complete, I'll
approve it and
send it on to the
DAAC manager.

| complete the
User Registration
Form and send it
to my Supervisor.

R. E. Quester

Looks okay to me!
I'll send it to the
System Administrator.

“o

<
\&
@
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[etc/passwd File

mresnick:$sy732az)[xyzz:510:1:Michael Resnick {x4076}./home/mresnick:/bin/csh
jsmith:hY%dd98dwWrxPnm:511:1:Janet Smith {x0821}./home/jsmith:/bin/csh
rknickerb::512:1:Robert Knickerbocker {x4111}./home/rknickerb:/bin/csh

Empty field
(no password)
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[etc/group File

root ::0 :r oot
ot her:: 1:root, hpdb

bi n: :2: root ,bi n

sys: :3: root,uucp
adm::4: root ,ad m
daenon: :5 :ir oot ,d aemon
mal ::6 :r oot
lp :: 7:r oot, Ip
users:: 20:r oot
nogr oup:* :- 2.
eb:* :10 :
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dwashin g
jmangum
mlynch
ddavis

rc anpbel
spet e
kkle is
echeung

[etc/auto.home File

acrmlsqi
acrmlsqi
acrmlsqi
acmlsqi
acrmlsqi
acrmlsqi
acrmlsqi
acrmlsqi

v
v
v
v
v
v
v
v

ol 0/ users /dw ashi ng
ol 0O/ users /jm angum
ol 0/ users /ml ynch
ol O/ users /dd avis
ol 0/ users /rc ampbel
ol O/ users /sp et e
ol O/ users /kk le is
ol 0/ users /ec heung
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Is -l  Output Explanation

mre’snick tr aini Junl4 083 4 archiv e
drw xr-xr  -X 11 mresnick tr aini ng 4096 Ju 103 12:4 2 daacda ta
-fTW - rw-r w- 1 mresnick tr aini ng 251 Ja n02 1996 g arbag e
rw -r--r -- 2 jjo nes admin 15237 Apr30 200 7 junk
-TW Xr--r Ww- 1 mresnick tr aini \ 994 t ragsh
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Access Permissions

OWNER GROUP OTHER
perm issions permissions permissions
X
<. |d XTW X
O =
D =
S'S &l r'w -
SRS
5%
S @8- r'w X
S 4

4 r=read Look/copy/print

2 W=write Change/save/delete
1 x=execute  Run commands/
use directory
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User Account Confi guration
Change Request Form

USER ACCOUNT CONFIGURATION CHANGE REQUEST FORM

Name of Req uester:___
Reason for request:

CURRENT INFORMATION CHANGE TO:

User ID:

Office Address:

Office Phone:

Home Phone:

E-Mail Address:

UNIX Group ID:

DCE Group ID:

Login Shell:

Date of Request: / / Requir ed by: / /

Appr oval: Date:
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Workstation Installation Steps

Install Gust
Install COTS

onfigure’Network
repare-Hardware
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Commercial Off The Shelf -
COTS Products

The ECS Project software consists of various architectures In addition to -
customized code , science softwa re and COTS products

The project mai ntenance philosop hy for softw are isto provid e ECS
centrali zed supp ort for d evelop ed items and vendo r-directed sup port fo r
COTS softwar e.

Log files are to be maintained for do cumenting all COTS install ations and
modi ficati ons.

Because each DAAC site i s unique, COTS patches may b e provided by the
vendor to re sovle a DAA C specific pr oblem

CCB appr oval is re quired be fore COTS software upgr ades can be loaded on
any pla tform. DAAC CCB must be infor med via CCR
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What is DCE?

e Distributed Computing Environment

 Provides a basis for building applications that are
— Scalable
— Secure
— Distr ibuted
— Inter operable w ith oth er resour ces
— Portable across heter ogeneous pl atfor ms

o Offers tools for

— Application developers (APIs)
— Administrators (administrative =~ commands)
— Users (user comma nds)
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DCE Components

« DCE comprises these components

o« Secure Core
— Threads
— Remote Procedure Call (RPC)
— Naming
e Cell Direc tory Service (CDS)

» Global Directory Services (G DS)
e Global Directory Agent (GDA)

— Security Servi ce
— Distributed Time Service (DTS)
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Additonal DCE Components

 Extended Services
— Global Directo ry Services (GD S)
— Distributed File Service (DFS)
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Overview of DCE Technolo gy
Components

Distributed File Service (DFS)

Distributed Cell Directory || Other Basic
Time Service Service Services

(DTS) (CDS) (Future)

@
o
&
)
N
oy
S
(&
(D)
N
/ Remote Procedure Call (RPC)

Threads

// S|00] 1uawabeue

85
625-CD-504-002



DCE Terminolo gy

Cell = Collection of users computers, and
other resources managed as a group

Distributed Computing Envir onment
RPC = Remote Procedur e Call

CDS = Cell Directory Service

DTS = Distributed Time Service

DFS = Distributed File Service
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Example of a DCE Cell

SECURITY
WS WS WS WS WS WS SERVER
CDS
SERVER router
DTS CDS DTS
SERVER SERVER SERVER
WS WS WS WS DTS WS WS WS
SERVER
DFS
SERVER
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DCE Cells for Version 2

*Version 2 implementation



GDS and DNS Connect
DCE Cell Namespaces

/' onlyfinds
/ CELLSBandC

\
\
\
\
\

Organi zation A Organi zation B Organi zation C

Only finds
CELLS Aand B
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1

Finds Cells A & B / Finds Cells B & C+,

AND AND N
translates so DNS / translates so GDS .,
can find them, too. / can find them, too.

Cri>—[oon ooa)|  |Comie>—{om]

Organi zation A Organi zation B Organi zation C
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Global Namespace

GLOBAL ROOT (/..))

C=UK||C=USs| COM| |ORG GOV EDU
5\
% Y
B % NASA
O=0SF| @ 2
s
kS ECS

| | |
EDC || GSFC || LARC || NSIDC

/.../C=US/O=OSF/OU=CAMBRIDGE ~ “._ /../LARC.ECS.NASA.GOV
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Cell Namespace

Cell Root (/.7)

sec fs subsys hosts
Security DFS Namespace Subsystems Hosts
Namespace
Files and Binding Entrie s for all of
Inform ation dir ectori es inform ation for the machines in
about cell ’s maintained in DCE servers and this cell.
users. this cell by DFS. other
application-

specific servers.
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Distributed Time Service

Provides precise, fault-to lerant synchron ization
of sys tem cl ocks.

Clos ely matches synchr onized time to
Coordinated Universal Time (UTC).

Well int egrated with the rest of D CE

DTS can acquire high-qu ality time from the
Inter net Netw ork Time Protocol
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Distributed Time Service (cont.)

« Asystemis either a DTS SERVER or a
DTS CLERK (client), but not both.

 When clock inaccuracy on each
system exceeds a configured amount,
resynchronization occurs.

— DTS clerks resync with DTS servers. ,\
— DTS servers resync with other DTS servers.
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DCE Cell Security Components

Client

Security Server

Client

Applica tion

Appl icati on Server

Security

Server Applic ation

ACL Manager

RPC

Runtime

Runtime

Authentication Service

Registry Service
Key Distribution Service
Privilege Service

RPC Authentication
Runtime Runtime
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DCE Security Principles

Every user and server is a PRINCIPAL.

Every principal has a PRIVATE KEY.

— Users = passw ord provi ded at login.
— Servers = passw ord contained in a fil e.

Every prinicpal has a UNIVERSAL UNIQUE
IDENTIFIER (UUID).

Each principal can belong to one or more
groups.

Each group is assigned a UUID.
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Privile ge Attribute Certificates
(PACs)

e Every client principal has a
PAC.

e Each PAC contains the
PRINCIPAL’s UUID.

 Each PAC contains the
UUIDs of all the groups the
principal belongs to.

 PACs cannot be forged.
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How DCE Security Works

creates User .
Registry

Server

(rgy_edit)

Authentication
Server

s— | 0g me in!

& - Ticket issued

Got the ticket,
now authorize me!

User 4 PAC issued

Privilege
Server

Got the PAC.
Now, | can
do some work!

_________________ Access Control List

SECURITY SERVER

Authenticated RPC
(with PAC)

Application
Client

Application
Server
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_;_| Secur ity I.l.

OSF/DCE
for prima ry authentication

DCE Cel Manager

TCP Wrappers
for network access control

npassword, Crack, SATAN
for password protection,
local and network access

for groups and
systemarchitecture

Kerberos & ACL Tripwire
for authenticating users for flagging unauthorized

file changes
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